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ConepxaHue:
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TecToBbBIM 3K3aMeH C 0OpaTHOU CBSI3bI0 UHCTPYKTOpPA

https://edu-zerde.kz



Onpenenenus Business Continuity (1)

« Business Continuity (ganee BC) — TepMuH-
30HTUK

« (006o03HauyaeT OTAE/JIbHBIM BU/J, AeATE/JbHOCTH (KakK
UT wnin UB)

 HmMeeT pasHoOOpa3ue cnenuajavusanum

« IlpeanosaraeT cucTeMHbIN (IPOrpPaMMHbBIN)
MOAXO/ K yIIpaBJeHHUI0 HENPEePbIBHOCTbIO GU3Heca

» [IpuMeHUM /11 KOMMepYeCKHX,
HEKOMMepPYeCKHUX U IroCyAapCTBEHHbIX
OpraHu3sanuu

https://edu-zerde.kz




Onpenenenusa Business Continuity (2)

Continuity of Operations

(COOP)

« Continuity of Operations (masnee COOP) - ogna u3 cnenuanausanuu BC

« lleabrro COOP gaBissieTcs obecliedeHre HEMPEPBIBHOCTU oNepanuil Kak ¢ 40X0oA0M\PpUHAHCUPOBAaHUEM
TaK U 6e3

« Takas 1eJib 00bIYHO CTAaBUTCS Iepej CTpaTern4eCKMMHU OTPAC/AAMHU, Pea/IM3YIIIMMHU COLUA/IbHbIE
0053aTeJIbCTBA roCcyJapCcTBa, HallpUMep, 3HeprocHab>XeHHe UJIU CBS3b

https://edu-zerde.kz



Onpepnenenua Business Continuity (3)

Continuity of Governance (aanee COG) - ogna
n3 cnenuanausanuin BC

[Henbto COG gBJsieTcss HefoMyllleHME OCTaHOBA
WJIU IlepexBaTa ynpaBJ/JeHUA U KOHTPOJIsA
opraHuv3sanueu

Hanpumep, B pe3ysibTaTe BBOJAa BHELIHEro
yIpaBJ/IEHUA 10 YKA3aHUIO peryjasaTopa uiu
KOHTPOJIMPYIOLLEro rocyAapCTBEHHOI0 OopraHa

https://edu-zerde.kz

Guide to Continuity
of Government

For State, Local, Tribal and Territorial Governments

July 2021




Onpepenenusa Business Continuity (4)

- Emergency Management (aasnee EM) - ogna us
crnenuasusanuu BC

« EM npeanosiaraetT KOHTPOJUMPYEMbIA, HACKOJIBKO
3TO BO3MO>XHO, OCTAHOB AesTeJTbHOCTH
OpraHM3anMM, Korja 4To-To IOIIJI0 He TaK

« llesb EM - coxpaHUTb BCe 4TO ellje MOXKHO, B
IIepByI0 o4Yepe/b XKHU3Hb U 3/I0POBbe JI0/el

https://edu-zerde.kz



Onpepnenenusa Business Continuity (5)

-DISASTER RECOVERY-

A
7/
e
-

INCIDENT

C?/ \V'd5d .= D ({5\ ,

PROCEDURES TECH NOLOGY INFRASTRUCTURE

https://edu-zerde.kz

PLAN

RESTORING DATA

Disaster Recovery (aanee DR) — ucropuyecku
nepBas cneuuanusanus BC

Henbpio DR aBJisieTcss BOoCCTAHOBJIEHHUSA TOTO 4YTO
NOBPEeAUJIOCH B pe3yJbTaTe KaKOTr0-JU00 COObITHSA
(kaTacTpodbl) B COCTOSIHHE A0 3TOr'0 COOBITHUS
WJIY TIOTJIOIeHue HaHOCUMOTO yliepba 3a cueT
YCTOWYUBOCTHU OHM3HECA K MOJOOHBIM COObITHUSM

3ayactyro DR urHopupyeT noTepio nepcoHaJa,
npo6JieMbl C QUHAHCUPOBAHUEM U
HEBOCIIOJIHUMYI0 NIOTEPI0 AOX0A0B B pe3y/ibTaTe
yX04a KJIUEeHTOB. boJibiiasg yacTb MHBECTOPOB U
OIlyTUMasl YaCThb KJIOUYEBbIX COTPYHUKOB
MOKMU/IAI0T OpTaHU3alMI0 MPU NMePBbIX MPU3HAKAX
KaTacTPOdhbI



Onpenenenuss Business Continuity (6)

Revg nue
Coxtinuity /

https://edu-zerde.kz

Revenue Continuity (zanee
RC) - camas «ropsiuasi»
crienuasusanuu BC

Henbro RC aBageTcsa
HeNpepPbIBHOCTD
Aoxoaa\pMHAHCUPOBaHUSA

JTO HauboJiee TOYHOE
onpejieJieHUe UHTepeca
X034AMHa\ PYKOBOJAUTEJIA
KOMMePYECKOU UJIN
rocy/lapCTBEHHOW OpraHu3aliu

be3 goxoaa\duHaHCUpOBaHUSA
OpPraHM3alUy He BbIKUTD.
JleHbI'M «MOKYNawT» BpeMda U
BO3MO>KHOCTh BbIOOpa
AeVCTBUI



Onpegenenus Business Continuity (7)

Cybersecurity Cyber Resilience

Definition: procedures followed, or measures taken to
ensure the safety of a state or organization

Definition: the capacity to recover quickly from
difficulties; toughness

Technologies and processes designed to protect an
organization from cybercrime

Technologies and processes designed to keep
delivering intended services in spite of cyber incidents

Works to reduce the risk of cyber attacks and to
protect the organization from cyber theft/espionage

Works to ensure continuity on a wider scope,
comprising cybersecurity and business requirements

Can work effectively without compromising the
usability of other systems

Requires organization-wide culture shift the
normalizes and embeds security best practices

Includes a business plan to resume operations in the
event of a successful attack

Requires the organization to become agile and
adaptable in the face of cyber-attacks and incidents

« Cyber Resilience (KubepycroiuupocTsb, gajsee CR) — HoBelInasa cnenuaausanus BC

« lenbto CR gaBssieTcs aPpPpeKTUBHOE U pe3y/IbTaTUBHOE COTPYAHUYECTBO MeXAYy NoApa3Je/IeHUusIMHM Ballleil
OopraHu3aluu AJid 6bICTPOro, 3GPeKTUBHOIO U JEWCTBEHHOT'0 pearnpoBaHUsl Ha HHIUAEHTbl THOPUIHOU
npupoabl (MHUKAeHTHl UT, nHPopMaliMOHHOW -, KHOEepPOEe30NacHOCTHU U HENPEPBIBHOCTH OHM3HeECA)

* CKOOp,Z[I/IHI/IpOBaHHaH IIOATrOTOBKA, p€earupoBaHMUE€ U BOCCTAHOBJIEHHE I10CJIE KI/I6epaTaK, yTeé4€eK JaHHbIX U T.A. U

T.II.

https://edu-zerde.kz




CoobmectBo PECB (1)

« PECB - oauH u3 auaupyonux opraHoB cepTudHrKaliy, a TakKe
KPYIHEeMIUIUX Co00I1ecTB NpodpeCcCHOHANIOB M0 peajn3aluu TpeObOBaHUHU
ctangaptoB |ISO

« AKKpeAMTOBAH /)i pa3pabOTKU NPOrpaMM O0Oy4YeHUs U cepTUPHUKALUU
IepcoHaJia o pa3HO0Opa3uio MeXAyHapoAHbIX cTaHAaapToB (ISO 22301,

1SO 27001 u 1p.) -\
—
- Ilpeasaraet nporpaMMbl 06y4eHUs U MPOPeCcCHOHATbHON cepTUPUKALIMH 110 y J

KJIIOYEBBIM cnnenuaausanuam BC

« CepTudmuupyet nepcoHas B cootBeTcTBUH ¢ ISO 17024

https://edu-zerde.kz



CoobmectBo PECB (2)

DRI International is the non-profit that helps organizations prepare for and recover
from disasters. We achieve this through education, accreditation, and thought
leadership in business continuity and related fields. Founded in 1988, we are

the oldest and largest nonprofit organization serving resilience professionals.

Disaster Recovery Institute (manee DRI) — crapeiiliee u KpynHeiiiiee co06IecTBO NPoPeCCHOHAIOB
BC

https://edu-zerde.kz



[IpodeccroHanbHbie NpaKTUKH (1)

Professional Practices Life Cycle

® [&]

1993 2003

Common Body The 2003

of Knowledge (9) version of the
approved and DRI International
published (this is Professional

the predecessor of Practices is

the Professional published

~_ . .ar

@
2008

The 2008 version
of The Professional
Practices for
Business Continuity
Professionals is
published

HeNnpepbIBHOCTBIO OM3HECA OpraHu3aIuu

ousHeca (ISO 22310 u Tx.)

https://edu-zerde.kz

@
2012

The 2012 version
of The Professional
Practices for
Business Continuity
Professionals is
published

@
2017

The 2017 version
of The Professional
Practices for
Business Continuity
Management is
released in nine

ﬁ

2023

The 2023 version
of The Professional
Practices for
Business Continuity
Management is
released in ten

[IpodeccuonanbHbie NpakTuku DRI (aanee [IpakTukn) — 3T0 ppeMMBOPK (HecTporass MeTO0JI0THs])
pa3pabOTKH, BHEeJIpEeHHUS, MOAJeP>KKH, COBEPIIIeHCTBOBAHUS U OIleHKH MPOrpaMMbl yipaBJ/IeHUA

[Tos10’keHbI B OCHOBY MEKAYHAPOAHBIX OTKPBITHIX CTAHAAPTOB Ha CUCTEMBI YITPaBJeHHUsI HENMPEPBIBHOCTHIO

[lepeuyensb [IpakTHK U IIoccapuii AOCTYNHBI 6ecyiatHo https://drii.org/resources/professionalpractices/EN



https://drii.org/resources/professionalpractices/EN

[IpodeccroHaibHbIe NPAKTUKH (2)

« PP 1. Program Management

« PP 2: Risk Assessment

« PP 3: Business Impact Analysis

« PP 4: Business Continuity Strategies

« PP 5: Incident Preparedness and Response

« PP 6: Plan Development and Implementation

« PP 7. Awareness and Training Programs The Professional Practices for
Business Continuity Management

« PP 8: Business Continuity Plan Exercise/Test,
Assessment, and Maintenance

This document is maintained by DRI International.

For questions about this document, contact driinfo@drii.org.

° P P 9 : C rISIS Co m m u n ICatI o ns For more information, visit www.drii.org.

« PP 10: Coordination with External Agencies and
Resources

https://drii.org/resources/professionalpractices/EN > wi

International

https://edu-zerde.kz


https://drii.org/resources/professionalpractices/EN

CucteMmHbid noaxon SO 22301 (1)

nNawiar uneawy
Risk analysis — Man-made threats
— Prior wamings
— No warnings

— Current processes

— Critical success factors
— Key performance indicators

Business impact
analysis (BIA)

— Timeline from 0 to 100 hours (sequencing)

, Strategy creation — Milestones (kill points)
. — Methods
— Incident Command System (ICS)
— Incident commander

Emergency responsa - §-_ i command post

— Emergency Operations Center (EOC)

— Organize and structure plan
3 Plan creation — Assign teams, roles, responsibilities
— Assemble catalog of procedures

— Leadership
Skills
— Specific processes

Training and awareness

— Desktop

— Modular

— Functional
— Parallel or full

Maintenance and testing

Internal; Teams, stakeholders, unaffected units

Communications External; Public information officer

-

https://edu-zerde.kz



Y4yeoHbie MaTepuaJibl (1)

Heob6xonvMm $perMBOpPK yIpaBJeHHUA
HeINpepbIBHOCTbIO OM3HECa B COCTABE:

Project

Initiation

° MeTOAI/IKI/I AOCTHUIKEHHUA O KNI1AEMOI'O pe3yJibTaTa
B BU/JIe TTOIIAarOBOU UHCTPYKILIAHU

. Institutionalization Conduct
MHCTpYMeHTapI/Iﬂ B BHU/J¢E pa60qHX pvaeTHbIX 3 Business
$opM U a6JIOHOB OPraHU3aANMOHHO- Maintenance Impact

pacnopsiiuTeIbHOM, KOHCTPYKTOPCKOU Analysis

AOKYMEHTALIMH I10 BOIIPOCAM HEIIPEPbIBHOCTHU

- Best practices ot 3kcnepToB B oTpaciu

« C yKka3aHUSMU MO AOPAGOTKeE MOJ YHUKAJ/IbHbIE Training Recovery
HY>K/Jbl OpraHU3al U & Strategy
YA P B Testing Development

Recovery
Plan
Development

https://edu-zerde.kz



Y4yebHble MaTepUaJbl (2)

Y4yeOHbIe MaTepHaJibl BKJIOYAIOT:

JleTasibHbIE pa3bsACHEHU
TpebOBaHUU CTaHJapTa

OnucaHue KakJou rpynnbl
npoueccoB CYHDb

PekoMeHaaIlMU 11O
NMPOXO0XKAEHUI0 J00POBOJIbHOU
ceprupukanuu CYHDB
Opranusanuu

https://edu-zerde.kz

PECB

Professional Evaluation and Certification Board

hereby attests that

Kuzma Pashkov

is awarded the title

PECB Certified ISO 22301 Lead Implementer

having met all the certification requirements, including all examination
requirements, professional experience and adoption of the PECB Code of Ethics

Certificate Number: BCLI1165747-2024-10 Ca&‘ @7

Issue Date: 2024-10-23

This certificate is valid for three years for the purpose of PECB certification Carclina Cabezas

Chief Compliance Officer



Y4yebHble MaTepUanbl (3)

Bce K1r04eBbI I 11
B(é?. Al0de € CHenMA/IN3ALNH CONTINUITY, RESILIENCE, AND RECOVERY

« Operational Resilience
Management (COOP)

« Crisis Management (COG, EM)
- Disaster Recovery (DRP, BIA)

1S0'22301:Business Continuity ' Digital Operational Resilience Operational Resilience
Management System Disaster Recovery Act (DORA) Management

Crisis Management

https://edu-zerde.kz


https://pecb.com/en/education-and-certification-for-individuals/#crr

ABTOopu3oBaHHOe 00yyeHrne PECB (1)

[IpoAo/XKUTE/IBHOCTD: 5 AHeH (c1adya s3K3aMeHa
Ha 5 7leHb)

dopmar: cemunap (80% nexkuuu / 20%
paKTHKa)

Bsmkanmmue aatel: 19-23.05.2025

CrouMmocth:. 665 000 KZT

https://edu-zerde.kz/pecb-iso-22301/

https://edu-zerde.kz

1ISO 22301

Lead Implementer



https://edu-zerde.kz/pecb-iso-22301/

ABTOopu3oBaHHOe 00yyeHrne PECB (1)

[IpoAo/XKUTE/IBHOCTD: 5 AHeH (c1adya s3K3aMeHa
Ha 5 7leHb)

dopmar: cemunap (80% nexkuuu / 20%
paKTHKa)

Bsmkanmue aatel: 27-31.10.2025

CrouMmocth:. 665 000 KZT

https://edu-zerde.kz/pecb-iso-22301/

https://edu-zerde.kz

1ISO 22301

Lead Auditor



https://edu-zerde.kz/pecb-iso-22301/

ABTOopu3oBaHHOe 06yyeHne PECB (3)

PECB

Professional Evaluation and Certification Board

hereby attests that

Kuzma Pashkov

is awarded the title

PECB Certified ISO 22301 Lead Auditor

having met all the certification requirements, including all examination
requirements, professional experience and adoption of the PECB Code of Ethics

Kypc paet BaM Bce HeobOxoquMoe AJi CAa4YU
cepTUPUKALMOHHOIO0 3K3aMeHa U
[OCJEeAYIOLLero nNoJay4eHus nNpopecCuoHaJlbHON
cepTudUKaLUU

https://edu-zerde.kz/pecb-iso-22301/

Certificate Number: BCLA1165747-2024-10 (]wg( @7

Issue Date: 2024-10-23

This certificate is valid for three years for the purpose of PECB certification Carclina Cabezas
Chief Compliance Officer

https://edu-zerde.kz


https://edu-zerde.kz/pecb-iso-22301/

TecToBBIM 3K3aMeH C 0O0paTHOH CBSAI3bI0 UHCTPYKTOpPA

OueHOYHBIN TEeCT ¢ BonpocaMu ¢popmaTa U YPOBHA
CJI0’)KHOCTH KaK Ha 3k3ameHe CISM

1ISO22301  AssessmentTest6OQAEs

06cy:xxeHue C KoJlJleraMi B yaTe [elegram
@AskKuzmaCyberResilience

https://edu-zerde.kz

L] \
|D |- ( |3 BEYOND RECOGNITION
= I

Professional Evaluation and Certification Board

RECOGNIZES THAT
Kuzma Pashkov
ISHEREBY APPROVED AS
Certified Trainer
Certificate Number: CT(7836-10-2024 @
Valid up to: October 21, 2027 Tim Rama, CEO

trainer@pech.com | www.pech.com


https://1drv.ms/b/c/91b7cb13bc15c5be/EaBc1LuQQBJIpgF8Ta9W8dUBmtfZKzkMCeT_6KVXdQ5_AA?e=q9kQ8Q
https://t.me/AskKuzmaRUCybersecurity

JdPeKTUBHAsA METOAHKA ITOATIOTOBKH

AnThIH a.suleymenova@zerde-edu.kz

Kysbma AskKuzma@gmail.com

Kangapael zh.zhaydarly@zerde-edu.kz

I > IEPOE
- &

https://pecb.com https://askkuzma.kz https://edu-zerde.kz

https://edu-zerde.kz
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