BEROE /

Puck-opuentupoBaHHbIM noaxo[ VS ISO 27001

Kyasbma [Mawikos

Instructor @ edu-zerde.kz



Coaepxxanue (1):

 Pousu u Mmogesb 6M3Heca

 busHec-npoueccol U UT

« HWHTepech! u 6a3uc Ub

« Pucku nanpopmartusanuu

« JlokasaTeJbHbIM U HOPMATHUBHBIN MOAXO0/bI

« [lporpamma ynpasyaeHuda Ub

https://edu-zerde.kz



CopepxaHue (2):

* YdeOHbIe MaTepHaJIbl

« ABTOpuH30BaHHOe o0ydyeHue PECB

« TecTOBBIU 3K3aMEH C O6paTHOI>'I CBA3bIO MHCTPYKTOPA

https://edu-zerde.kz



Posiu u mozenb ousHeca (1)

OcHOBHbIe KaTeropuu OpraHu3anuu:

« KomMmmepueckue (Commercial) —
YBEJUYUTh KallMTAJIU3ALHUIO,
M3BJIeYb HOPMY NpUOLLIU (Profit)

« Hexommepuyeckue (NON-
commercial) — HAaKOpMUTB BCeX
roJIoAHbIX AeTerd 'epmanuu (NON-
profit)

« TocyaapcrBeHHbIe (State-owned)
— KOMOHHaI M4 LieJien

ISO 27001 npeanosiaraet Jiro6ble
ClleHapuHu, HallpuMep, -
KOMMep4YecKasi OpraHu3alys BUje
NyOG/JIMYHOI0 aKILMOHEPHOT'0
00lIeCcTBa, IPUBJIEKAIOLIEro
AE€HbI'M HHBECTOPOB Ha OHpXKe
(listed company)

https://edu-zerde.kz

Characteristic

Commercial Organizations

NPOs

Primary Mission:

Earn profits

Provide services that are of

public benefit.

Secondary mission:

Provide services or sell goods in

order to make profits

Maintain services by ensuring
revenues are greater than

expenses

Ownership:

Partners;
Shareholders:

Sole proprietary.

No ownership (run and

managed by members).

Management Control:

Partners:

Board of Directors.

Trustees:

Coordinators.



Posin 1 mosenp 6u3Heca (2)

C-Level Executive

A top corporate executive whose job title begins
with the letter ‘C,” which stands for ‘Chief.’

CHRO

Chier Human Resources Officer

CFO = I -~ ;) CcMO

Chier Financial Officer = . 4 Chier Marketing Officer
CEO 25 X coo

Chier Executive Officer ' Chief Operating Officer
CIO CTO

Chier Information Officer Chier Technology Officer

ClO

Chier Investment Officer

https://edu-zerde.kz

HekoTopsle KaTeropuu u
B3aMMOOTHOIIIEHHUS POJIeH:

 Bulagesien 3agaeT e
Opranusanuu

* Hd3Ha4YdeT PYKOBOAUTEJIA
BbICIIEr'O 3BEHA

* U HajeJAeT NOJTHOMOYUAMMU
no ynpasJjieHu0 OpraHu3anyen
AJIS1 JOCTHKEHUA 1een

[lostTHOMOYMS pyKOBOAUTE/1EN
BbICIIET0 3BEHA YPABHOBEILUEHbI
HUX MEepPCOHAJIbHOM, BILIOTH A0
YyroJIOBHOM, OTBETCTBEHHOCTBIO
3a JledaTeJbHOCTb OpraHusanuu



Posau u mozenb ousHeca (3)

HekoTopsle KaTeropuu u
B3aMMOOTHOIIIEHHUS POJIEM:

* PykKoBOAUTEJHU BBICLIETO 3B€HaA
MOTYT Jake MOJIy4aTh MPOLEHT
OT Npuo6kLIM OpraHvsanuu, HO
BCe K& OCTAITCI HAeMHBIMU
PaGOTHUKAMHU

« Buagesen, npuHUMaeT
pelieHde 0 NPOoAJIEeHUU UIH
npeKpaleHuy NOJIHOMOYM I
HAaeMHOTI'O0 PYKOBOAUTEJS

https://edu-zerde.kz

C-Level Executive

A top corporate executive whose job title begins
with the letter ‘C,” which stands for ‘Chief.’

CHRO

Chief Human Resources Officer

CFO & ( ) CMO
Chief Financial Officer 4 Chief Marketing Officer

CEO COo0

Chief Executive Officer Chief Operating Officer
CiO CT0
Chief Information Officer Chief Technology Officer

CiO

Chief Investment Officer



Posy 1 Moziesib OU3Heca

(4)
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Company Internal
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Business Function B's

Internal
Business Process

)

‘

Business Role A
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{

Business Function A

‘

] { Business Function B .:'}|
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Business Role B

JlesTenbHOCTD JIIOOOU
OpraHusayuuu MOXHO OINKCATh!:

« B Buae 3KOHOMHYECKOH MO/JIeJIN

 Ha g3bIKe coCTaBAdOIIHX ee
OHM3HEC-NPOLECCOB

« W 6usHec-pyHKUIUMN

dopmasiM30BaHHOE ONMCAHUE
3KOHOMMHYECKOWU MOJeJIU U ero
nojiep>kKka B aKTyaJIbHOM
COCTOSIHUM — HETPHMBUAJIbHBIHA,
TPYAOEMKHI U CBA3aHHBIA C
pa3HoO0O6pa3ueM NpoodJeM
npoiecc



busnec-nponeccer 1 UT (1)

CocTaBjsgone 6M3Hec-IpoIecca:

« IlepcoHan (1 opraHu3alMOHHO-pPACHOPSAAUTENbHAS
JIOKyMEeHTAaL1A)

« Pabouyee npocTpaHCTBO

« HUT-ycnyra

https://edu-zerde.kz



busHnec-npoueccel U UT (2)

YpoBHHM aBTOMATH3alMHU GM3HEC-MpoIecca:

* PyunHou (6e3 UT-ycayru)

« YacTU4yHO aBTOMAaTU3UPOBAHHbBIU (TPEOYIOTCA BCE
TPH COCTaBJISIIOIIUE)

« [lostHOCTBIO aBTOMATHU3UpPOBaHHBIN (6€3
nepcoHaJia)

BoJiblass 4acTh GU3HEC-MPOLECCOB B
OpraHu3anusax aBTOMAaTH3UPOBAHA YaCTHYHO.

[Ipsamasa Koppessauusa Mexay YPOBHEM
aBTOMATH3allMM U U3BMEPHUMOU MOJIb30HU JJI
OpraHusanuu

https://edu-zerde.kz



MuTepecn u 6a3uc Ub (1)

HUcnosb3oBanue UT puis
aBTOMaTH3allMKi OM3HeC-IIPOIEeCCOB
KpOMe I10JIb3bI.

* MOPOXKJaeT Bce 00JIblle
HeMaTepHa/JbHbIX AKTUBOB
COCTABJIAIIMX LEHHOCTD /111
OpraHusauuu

« B Buae nHPpOpMaALIMOHHBIX
pecypcoB

- HapyieHue CBOMCTB KOTOPBIX
yrpo3amu

« HaHocuT ymep6 uHTEpecam
BJIaJeJiblieB

https://edu-zerde.kz
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MHuTepecnk! u 6asuc Ub (2)

https://edu-zerde.kz

protected
by CIA Traid

Availability

ba3sucoMm MHPOpPMALMOHHOU
6€e30MaCHOCTH KaK Hay4YHOU

U CLIMIIJIMHBI SIBJISIETCS
HMHPOPMALMOHHBIN pecypc,
COCTaBJISIOLMA LEHHOCTb AJISA
CyobeKTa

Wb B TOM 4yucie uccienyet
BJIUsSIHUEe U3SMEHEHUM CBOVICTB
MHPOPMALMOHHBIX PeCypCcoOB
Ha MHTepechl CYObEKTOB B
CBsI3M C peasiu3alen yrpos



Pucku nadpopmarusanuu (1)

OCHOBHbIE KaTeropuu pUCKOB:

e dUHAHCOBBIE CBSI3aHBbI C
GHMHAHCOBBIMH 3aMUCSIMH,
TPaH3aKUMSAMH U OCTAaTKaMHU Ha
cyeTax

 OnepanMoHHBbIE CBSA3aHBI C
3P PEKTUBHOCTBIO U
pe3yJIbTaTUBHOCTBIO
OINepalMOHHOW NPAKTUKU

9TH KaTeropuu pUuCcKoOB 3HAYUMBbI
HCTOPUYECKH AJIS
pykoBoauTesieii OpraHu3anuu

https://edu-zerde.kz

(EVALUATE )

cONTROL

ASSESSMENT



Pucku unbopmarusanuu (2)

Takou ke 3HaYUMOM CTajia KaTeropusa pyUcKoB
MHOpMaTU3alUU B COCTABE:

e Pucku UT cB493aHHBIE C UCIIOJIL30BAHUEM
MHPOPMAIMOHHBIX TEXHOJIOTUU

« Pucku UbB cBdA3aHHbIE C HApYLIEHUEM CBOUCTB
MHPOPMAIMOHHBIX PECYPCOB COCTABJISIOLIMUX

Information Risk Management eHHOCTD

« Pucku HenpepsiBHOCTH bH3Heca cBA3aHHbIe C
HapyllleHUeM HelpepbIBHOCTHU OU3HEC-NIPOIECCOB

1 QYHKIUU

Methodologies, Frameworks and Policies

ISO 27001 ¢pokycupyetcsa puckax Ub ausa
JOCTUXKeHUs 1esierd OpraHu3sanuu nocpesiCTBOM
rHOpUAHOTO MoAX0Aa

https://edu-zerde.kz



JlokasaTeJibHbIM ¥ HOpMaTUBHBIU noaxoabl K Ub (1)

Jloka3aTeJIbHbIM MOAXO0M, K MOCTPOEHUIO
MHOOPMAaLMOHHBIX CUCTEM B 3alllUIEHHOM
VCIIOJIHEHUHU MpeIoaraeT:

« @opMysMpOBaHME NMOJUTHUKHU 6€30MaCHOCTHU
« Bpi60op Mozesin 6e3011acCHOCTH
« (dopMasibHOE JI0Ka3aTeJAbCTBO

 HHTepnperanusa

[IpuMeHsieTcs AJis 3alUMThl YHUKAJIbHbIX UHTEPECOB.
B ISO 27001 He paccmaTpuBaeTcs

Hay4yHad cTtaTthd «YTpayuBaeMoe MCKYCCTBO
JOKA3aTe/JIbCTBA 3AIMIIEHHOCTHU»

https://edu-zerde.kz

VIpaumBachog HCKYCCTBO T0KA3ATETRCTBA JAMMIIERHOCTH, UacTh | 13 2,
TTamxos FOprit, [Tamkos Kyshuia

MeoroTeTHHil OMBIT MpemoTABAIA Mo HanpabTekmio «([IHpopMammorHAT Ge3omackocTs (Taee [1E)
TI03B0TAET KOHCTATHDOBATh HOTOKTTETbRHIE TERCHITH B 3T0f 061aCTH:

¢ Brazempiel On3Heca, HAKOREL, CTATH CTHTATh pHekH {1 TaKIMH e SHATIMBIMI Kak
(MHaRCOBELE 1 OITEPAIHOHHGIE, H BCe Tale HIT Be TOTBKO 10BEDEHABIX, HO
KB HIAPOBAHALIX coBeTRAK0B Ha Tom&RocTH yport (IS0 (Chief Tnformation Security
Officer)

o HopyaTHBHELi MOTX0T K NOCTOSHAE0 CHCTEM 3AMIATE! To3Bomet I1B CTath Maccopo
moTpelngeNoil yemyToi

» Baperoit poct prckos 11D noxTepuBagT cTACHTERO BEICOKHI! CIIpOC H IPELI0KCHNE HA
DBIHKE YCIYT 00YUEHIA 110 COOTBETCTBYROLIENY EaNPABICHIED

Boke BPENA HATHIO H OTPHIATEBHBIE!

+ TloaTBepTuTS CBOI0 KBATA(HEAIO B ITD CeroTH Tak e CTOKHO, B 0COGEHHOCTH eCTH
yenemHeLi omelt padors! noxyyer 8 crparax CHI, a noTeHuHATeAAH padoTonatels HASOTHTCA
8 CIIA. ctpamax EC n brmgsero Boctoka

+ MaccosocTs IpBozHT K npo0eNe ForcsioMepusanmm 115

o TIanaeT KAMECTBO YCIYT OBYRIcHHA I YOBEHD KBATHAMKAIHE CTEMATHCTOR

B pesyasTate noABIA0TCA IEMbIe KOTTEKTHBA Hoxpasienermi ofecneverns [Ib, koTopsie Ha Beex
VPOBHSX HepAPIH, HATHHAA C ATMHRTCTPATOpa 0630MaCKOCTH H 3AKARUIBAA PYKOBOTHTENEN, O3TyMAO
BHITOTHAROT Tpe00BAHA CTARTAPTOB (e30MACHOCTH, He 3ATYMBIBAACE O JIOKA3ATETHCTRE SAMMIIEHROCTH
ABTOMATII3APORARHOH CHICTEMBI MOCTE X BHIIOTHEHIA,

Hacrosma cTatba TEMOHCTPHPYET BO3MOKHOCTH 0Ka3aTCIBHOTO MOTX0A A CO3TAHMA 3aMHIICHHBIX
ABTOMATH3HDOBAHHBIX CHCTEM H HOCHT Y‘ICﬁHbe[ XAPaKTED.


https://www.linkedin.com/company/askkuzma/
https://www.linkedin.com/company/askkuzma/

Jloka3aTeJbHbIM 1 HOPMAaTUBHBIX noAxoAbl K Ub (2)

HopMaTHUBHBIH NOAXOA, K
IOCTPOEHHI0 HHGOPMALIMOHHBIX
CUCTEM B 3alllUIIIEHHOM
WMCIIOJIHEHUU MpenIoJiaraeT:

« OnpepeseHue OoTpaciv U
IOPUCAUKIUA

Cybersecurity

« (CyegoBaHUue pesieBaHTHBIM
CTaHJapTam

Framework
b I/I/I/IJII/I UX HAIIUOHAJIBHbBIM

= = IIPOU3BOJHBIM

[IprMeHsieTCs /IS 3allUThI
YHUBEpPCAJbHbIX HHTEPECOB.
Which one to go with? H3y4aerca B 1ISO27001.

https://edu-zerde.kz



[Iporpamma ynpassienusa Ub (1)

[IporpammMa ynpaByienusa Ub npeamnoJsiaraer:

« [losiyueHre 000CHOBAHHOM YBEPEHHOCTH B
AOCTHKEeHUHU uesied OpraHvsanuu

* 3a CYeT BbIAEJIECHHOI0 MoApa3ae/ieH s,
KypHpyeMoro pyKOBOAMTE/IeM BbICHIET0 3BEHA

* YNO/IHOMOYEHHOI'0 ¥ OTBETCTBEHHOI'O 3a

- Pa3pa6oTKy, pea/iM3anuio u
COBEpIIEHCTBOBAaHUE

- IIporpammsl ynpasjieHus Ub Kak
OINIMOHAJ/IbHOI'0 CBOMCTBA CUCTEMBI
AesionpousBoacTBa Opranusanuu (gasee CYUDB)

* B COCTaBe rpyIn MnpoijeccoB ¢popMa/M30BaHHbIX,
00JIeYEeHHbIX B OYMakHY10 popmy U
peaiM30BaHHbIX B COOTBETCTBUHU C ONMMCAHUEM

https://edu-zerde.kz



Y4yeOHble MaTepUaJibl

Y4yeOHbIe MaTepHaJibl BKJIOYAIOT:

JleTasibHbIE pa3bsACHEHU
TpebOBaHUU CTaHJapTa

OnucaHue KakJou rpynnbl
npoueccoB CYWUDb

PekoMeHaaIlMU 11O
NMPOXO0XKAEHUI0 J00POBOJIbHOU
ceprupukauuu CYNb
Opranusanuu

https://edu-zerde.kz

PECB

ACCREDITED

P L
CERTIFICATION

Professional Evaluation and Certification Board

hereby attests that
Kuzma Pashkov
is awarded the title

PECB Certified ISO/IEC 27001 Lead Implementer

having met all the certification requirements, including all examination
requirements, professional experience and adoption of the PECB Code of Ethics

Certificate Number: ISLI1165747-2024-10 C “AQ( @7

Issue Date: 2024-10-17

This certificate is valid for three years for the purpose of PECB certification Carolina Cabezas

Chief Compliance Officer



ABTOopu3oBaHHOe 00yyeHrne PECB (1)

« IIpoao/KUTE/IbHOCTD: 5 AHeH (c1adya s3K3aMeHa
Ha 5 7leHb)

- @opmar: cemunap (80% nexkuuu / 20%
paKTHKa)

- Bumxkaimmue aatbel; 28.04-2.05.2025

ISO/IEC 27001

. CromMocTk: 665 000 KZT Lead Implementer

https://edu-zerde.kz/pecb-iso-27001/

https://edu-zerde.kz


https://edu-zerde.kz/pecb-iso-27001/

ABTOopu3oBaHHOe 00yyeHrne PECB (1)

[IpoAo/XKUTE/IBHOCTD: 5 AHeH (c1adya s3K3aMeHa
Ha 5 7leHb)

dopmar: cemunap (80% nexkuuu / 20%
paKTHKa)

Bsimkaimmue aatel: 3-7.11.2025

CrouMmocth:. 665 000 KZT

https://edu-zerde.kz/pecb-iso-27001/

https://edu-zerde.kz

ISO/IEC 27001

Lead Auditor



https://edu-zerde.kz/pecb-iso-27001/

ABTOopu3oBaHHOe 06yyeHne PECB (3)

PECB

ACCREDITED

Professional Evaluation and Certification Board
hereby attests that
Kuzma Pashkov
is awarded the title

PECB Certified ISO/IEC 27001 Lead Auditor

having met all the certification requirements, including all examination
requirements, professional experience and adoption of the PECB Code of Ethics

(ul 007

Carolina Cabezas
Chief Compliance Officer

Certificate Number: ISLA1165747-2024-10
Issue Date: 2024-10-17
This certificate 1s valid for three years for the purpose of PECB certification

https://edu-zerde.kz

Kypc paet BaM Bce HeobOxoquMoe AJi CAa4YU
cepTUPUKALMOHHOIO0 3K3aMeHa U
[OCJEeAYIOLLero nNoJay4eHus nNpopecCuoHaJlbHON
cepTudUKaLUU

https://edu-zerde.kz/pecb-iso-27001/



https://edu-zerde.kz/pecb-iso-27001/

TecToBBIM 3K3aMeH C 0O0paTHOH CBSAI3bI0 UHCTPYKTOpPA

OueHOYHBIN TEeCT ¢ BonpocaMu ¢popmaTa U YPOBHA
CJI0’)KHOCTH KaK Ha 3k3ameHe CISM

ISO27001 _AssessmentTest6OQAEs

06cy:xxeHue C KoJlJleraMi B yaTe [elegram
@AskKuzmaCyberResilience

https://edu-zerde.kz

L] \
|D |- ( |3 BEYOND RECOGNITION
= I

Professional Evaluation and Certification Board

RECOGNIZES THAT
Kuzma Pashkov
ISHEREBY APPROVED AS
Certified Trainer
Certificate Number: CT(7836-10-2024 @
Valid up to: October 21, 2027 Tim Rama, CEO

trainer@pech.com | www.pech.com


https://1drv.ms/b/c/91b7cb13bc15c5be/EdZo_C7xIrpFkHdZcKoM53ABWrXD0aH692AcEzRKC3PiWw?e=JiFVHe
https://t.me/AskKuzmaRUCybersecurity

JdPeKTUBHAsA METOAHKA ITOATIOTOBKH

AnThIH a.suleymenova@zerde-edu.kz

Kysbma AskKuzma@gmail.com

Kangapael zh.zhaydarly@zerde-edu.kz

I > IEPOE
- &

https://pecb.com https://askkuzma.kz https://edu-zerde.kz

https://edu-zerde.kz
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